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50 nejpouzivanéjsich hesel pro web v CR

Vlozil/a infinity [1], 3 Srpen, 2009 - 14:01

e Cracking [2]
e Hacking [3]
e Top Secret [4]

Premysleli jste nékdy nad tim, jak moc se méni nejpouzivanéjsi hesla s tim, jak se méni doba? Dovolil
bych si odhanout, ze par let zpatky bylo velmi popularni heslo "12345". Ani bych se nedivil, kdyby
vétsina dnesnich mladych lidi pouzivalo modifikaci "emo012345, ...". Timto se nechci nikoho dotknout
xD

Nezbylo mi nic jiného, nez to prosté provéfit v praxi. Dostal se mi do rukou dump z databaze, 37 tisic
hesel hashovanych funkci md5. "Pfi psani tohoto ¢lanku nebyly poSkozeny data zadného uzivatele a
nezahynulo jediné zvire"!
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Nasledujici seznam obsahuje 50 nejpouzivansich hesel ze seznamu 37 tisic hesel. Vétsinu uzivatel(
bych odhadl tak na 14 - 20 let.

Poradi - pocet stejnych hesel - md5 hash hesla - plaint text hesla
0x01 - 532 - el0adc3949ba59abbe56e057f 20f 883e - 123456
0x02 - 227 - 25f9e794323b453885f5181f 1b624d0b - 123456789
0x03 - 102 - 925d7518f c597af 0e43f 5606f 9a51512 - martin
0x04 - 93 - 5cd8434ael7dad4cd4c5a35e73b391095 - pkDHTxnM
0x05 - 91 - b48bec04587bdbla271clf 69d9e7303b - m |l acek
0Ox06 - 79 - c004b41d7921885f 30c6474346f d2093 - mam nka
0x07 - 71 - 827ccbOeea8a706c4c34al16891f84e7b - 12345
0x08 - 63 - 6f3fc039bfelefdb272111f 276a0e84a - noni ka
0x09 - 62 - 670b14728ad9902aecha32e22f a4f 6bd - 000000
0x10 - 59 - 8lcfb891fdf cad42aaf 7d51a5bdbf 15b9 -

Ox11 - 59 - 1a85cf363775fb0a88737e81fc2acl7a - veroni ka
0x12 - 59 - 06b2af75179f b94be097af 182a442a4a - m cha
0x13 - 56 - e072c93dal778077823c6b190f 6d94e7 - | uci nka
0x14 - 53 - 4d35cd5d5665430b233373d7795e1815 -

0x15 - 53 - 350f 138d1d7d32d64e5f 55485cech4ee -

0x16 - 52 - 03221ee5e053ee2ed59cfee026b7lcdf -

0x17 - 49 - 8e9a2f 13b6166b0cd658b8d4a3de92b4 -

0x18 - 48 - 180407b4f 4eaadbcdl7f cdcl5e55a6al - beruska
0x19 - 46 - d7307963e65196de4610a63d0a887e82 -

0x20 - 45 - 955db0b81lef 1989b4addf eae8061a9a6 - hesl o
0x21 - 45 - 9365eal2b2d910elaceaacl190f bc97a5 - ni kol a
0x22 - 45 - a32af beb4e4df bab0c8c44c01f5b90792 - marti na
0x23 - 44 - 00848c1525446b9b264e3a2e42c079d7 - ni kol ka
0x24 - 43 - 26a3e4c975bc1d185575e89d553daf 1e - patrik
0x25 - 42 - 3354bc123e420ccd341842bele8e8241 - sparta
0x26 - 42 - bl46al127603198a522ec324af cOcefll -

0x27 - 41 - 7dblc32d37743aece3528c793d9f ab56 - tomasek
0x28 - 40 - 4bd2b007716888ed6bf 6c2399a6d7305 - dom ni k
0x29 - 39 - 96e79218965ehb72c92a549dd5a330112 - 111111
0x30 - 38 - 9cd42a35c9a3d528882bab84eaalc71a -

0x31 - 37 - 81dc9bdb52d04dc20036dbd8313ed055 - 1234
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0x32 35 384abdf ba435036d3bed4acdbal830a0b | ukasek
0x33 35 3163b2156f f 113bcf 745f 0c7932521ab kacenka
0x34 35 f 4e72bc32f 2c636059d5f 3ba44323921 hi phop
0x35 35 db8f 47a2eddf 4eaf decd740551371e0d seznam
0x36 34 5912d7bf d10f 631f 1715bf 85bbb72d97 geni us
0x37 34 cedf 9b672f OedObadc321d53635475dc terezka
0x38 33 571163a3f 76ef b73cd125ef 35b44eadd nm chael a
0x39 33 e05e48c0ebcdaa8492390c58e5f 81d71 ki ki na
0x40 33 e0b9a3503de99a802c356e7cb8cdd6b6 | aska
0x41 32 ed4c4de7b78c7af 7832e0998c61355€ea9 dom ni ka
0x42 32 d360eeadbe9c5501a9a0abaa672d6b0a adel ka
0x43 32 alsfcl6l4ad4d674cf 44f 54e69f 20db0 el i ska
0x44 31 528c3e3f 7¢c4c1465368d39615b139902 nat al ka
0x45 31 €c33367701511b4f 6020ec61ded352059 654321
0x46 29 1224b30207edceb6de63eca9cf 94dc67 kubi cek
0x47 28 d06e7d1b135e4c6bed4ldd7d1ic8d519ab rodi na
0x48 28 49a24155ca66aa2f e057e7e9bd2b7ad7 f ot ba
0x49 27 7ae0963ebf 9ef 207f 24746b211de136d pusi nka
0x50 27 91f551e66171e891e5d67ee404c97d2b | enka
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Prosim uzivatele, ktefi maji rainbow tables, aby do komentard zaslali plain text zbylych hesel, které
se mi nepodafilo rozlustit. Déle bych poprosil uzivatele, ktefi maji dalsi databaze, aby mé poslali
odkaz k jejich stdhnuti, bude dobré, kdyz se tento list bude nadale rozristat. Prosim vSak pouze o
odkazy na databaze, nestojim o 15mb prilohy v emailu. infinity@security-portal.cz [5]
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Credits to petulkaa, warriant, ...

URL c¢lanku:
https://security-portal.cz/clanky/50-nejpou%C5%BE%C3%ADvan%C4%9Bj%C5%A1%C3%ADch-hesel-
pro-web-v-%C4%8Dr

Odkazy:

[1] https://security-portal.cz/users/infinity

[2] https://security-portal.cz/category/tagy/cracking
[3] https://security-portal.cz/category/tagy/hacking
[4] https://security-portal.cz/category/tagy/top-secret
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