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Setup script variables & environnent

Create tenporary directory

ndsstop & backup & ndsstart

Create backup file SHA1L hash and export file SHA1 hash val ues
Transfer backup + shal hash files to SCP server

Change backup fil es perm ssions

Movi ng backup files to local archive | ocation

Trim backup folder to Iast 30 days only

NGO RONE

Default directories:

/ var / ndsbackups

/ var [/ mdsbackups/ ar chi ves

/ var/ mdsbackups/ | og

/var/ mdsbackups/scripts (but MDS backup script can be anywhere)
and SSH access wi thout password (SSH keys) to SCP server

If you don't need to backup log files and db_versions, add these two |ines
to $MDSDI R/ conf/ mds_excl ude. dat

| og/ *

db_versions/*

save the script as /var/ nmdsbackups/scripts/ nds_backup_script.sh and schedul e
start in crontab as below to run at lam every sunday, stderr to stdout
- add this line to CRONTAB (crontab -e)
11* * 0 /var/ndsbackups/scripts/nds_backup_script.sh >
var/ nmdsbackups/ | og/ nds_backup_script.log 2>&1

C
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#

# Initializing log file

#

echo "---//### Check Point automatic MDS BACKUP script ###\\---"
echo "---//### BEGA N logfile of last $0 script run ###\\---"

echo “/bin/date’

#

# 1. Setup script variables, exit function & check environment
#

PATH=/ usr/ 1 ocal / bi n: /usr/bin:/bin

ARCHI VE_DI R=/ var / ndsbackups/ ar chi ves/

BACKUP_DI R=/ var / ndsbackups/

# at least 2GB free space in backup_dir
FREESPACE=2048000

HOSTNAME=" host nane’

LOG DI R=/ var / ndsbackups/ | og/

LOG FI LE=$LOG DI R'nds_backup_script. | og"

LOG_MAI L=XXX_YOUR_MAI L_ADDRESS
SCP_PATH=XXX_SCP_DI RECTORY_PATH
SCP_SERVER=XXX_SCP_SERVER
SCP_USERNAME=XXX_SCP_USERNAVE
SMIP_SERVER=XXX_SMI'P_SERVER

TEMPDI R="$BACKUP_DI R$( basenane $0). $RANDOM t enp/ "

#

# Source the Check Point profile for library and paths settings
#

export “grep "CPDIR PATH=" /etc/init.d/firewall 1’

[ -f $CPDIR PATH tmp/ . CPprofile.sh ] || {

echo "--- Fatal error: cant find CPprofile.sh I'l"
# W are unable to setup essential variables
“find / -type f -nanme sendnmil ™ "NMDS backup FAI LED on $HOSTNAME, pl ease check!™
-t $SMIP_SERVER -f $HOSTNAME $LOG MAI L < $LOG FI LE
exit 2
}
source $CPDI R _PATH t np/. CPprofile.sh
#
# now we can find sendnmail executable
#

SENDMNAI L="whi ch sendnmai | °

SENDERRORLOG="$SENDMAI L -s \"MDS backup FAILED on $HOSTNAME, pl ease check!\" -t
$SMIP_SERVER -f $HOSTNAME $LOG MAIL < $LOG FI LE"

SENDLOG="$SENDMAI L -s \"MDS backup log from $SHOSTNAVE\" -t $SMIP_SERVER -f $HOSTNAME
$LOG MAIL < $LOG FI LE"

#

# Setup MDS environnent

#

$NMDSDI R/ scri pt s/ MDSprofile. sh

#

# End script in case of error and send log file

#

# trap also this exit signals: 1/HUP, 2/INT, 3/QU T, 15/ TERM ERR
trap exit_on_error 1 2 3 15 ERR

function exit_on_error() {
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local exit_status=${1:-%$?}

echo "--- Error: Exiting $0 with $exit_status"
$SENDERRORLOG
exit $exit status

}

#

# Check that needed directories exists

#

for CHECK_DIR in $BACKUP_DI R $ARCH VE_DI R $LOG DI R, do

[ -d $CHECK DIR ] || {

echo "--- Error: directory $CHECK DI R does not exist! | will create it..."
nkdir -p $CHECK DI R

}

done

#

# Check enought free space on device

#

df -k $BACKUP_DIR | grep -vi filesystem| awk '{ print $4 }' | while read
ACTUALFREESPACE

do
[ $ACTUALFREESPACE -gt $FREESPACE | || {
echo "--- Error: Not enought free space in backup directory $BACKUP DIR !'!"
$SENDERRORLOG
exit 2
}
done
#
# 2. Create tenporary directory
#
nkdi r $TEMPDI R
echo “date +%H 9 "---### Tenporary dir $TEMPDI R created ###---"
#
# Changi ng context, we are now working in TEMPDI R
#
cd $TEMPDI R
#

# 3. ndsstop & nds_backup & ndsstart, check exit status of nds_backup
#

echo “date +% 9 "---### NMDS service is going offline ###---"
$MDSDI R/ scri pt s/ ndsstop &&
echo “date +%t 9 "---### MDS backup in progress... ###---"

# stdout to /dev/null (generates thousands |ines)

$MDSDI R/ scri pt s/ nds_backup -b > /dev/null &&

echo “date +%1 9 "---### MDS backup is done, starting MDS services ###---"
$MDSDI R/ scri pts/ misstart &&

#

#set BACKUP_FI LE vari abl e

#

BACKUP_FI LE="Is $TEMPDIR | grep ndsbk.tgz®

#
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# 4. Create backup file SHAL hash and export file SHA1 hash val ues.
#

#

#set SHALISUM & BACKUP_SHA1 HASH vari abl e

#

SHA1SUME" shalsum $BACKUP_FI LE | awk '{ print $1; }'°
BACKUP_SHA1_HASH=$BACKUP_FI LE. sha

| ogger "NDS BACKUP: Backup file $BACKUP_FILE created wi th shalsum $SHA1SUM'
echo $SHA1SUM > $BACKUP_SHA1_HASH
echo $HOSTNAME >> $BACKUP_SHA1 HASH

echo “date +%+ 9 "---### BACKUP: $BACKUP_FI LE created w th shalsum $SHA1SUM'

#

# 5. Transfer backup/export + SHAL hash file to SCP server

#

echo “date +%H 9 "---### Copyi ng $BACKUP_FI LE and $BACKUP_SHA1 HASH via SCP to

$SCP_SERVER ###---"
scp -0 StrictHost KeyChecki ng=no $BACKUP_FI LE $SCP_USERNAME@SCP_SERVER: $SCP_PATH
scp -0 StrictHost KeyChecki ng=no $BACKUP_SHA1 HASH $SCP_USERNAME@SCP_SERVER: $SCP_PATH

# --## For FTP access ##--
# you have to define used FTP_* vari abl es
#tp -n $FTP_SERVER <<ECC
#quot e user S$FTP_USERNAME
#quot e pass $FTP_PASSWORD
#bi nary

#debug

#cd $FTP_DIR

#put $BACKUP_FI LE

#put $BACKUP_SHA1 HASH
#bye

#EOC

#

# 6. Change backup file perm ssions

#

echo “date +%H: 98 "---### Changi ng backup file perm ssions ###---"
chnmod 640 $BACKUP_FI LE $BACKUP_SHA1 HASH

#
# 7. Moving files to local archive |ocation, deleting TEMPDI R directory
#

echo “date +%H 9 "---### Moving $BACKUP_FILE file into $ARCH VE_DIR directory for
backup ###---"

nmv $BACKUP_FI LE $BACKUP_SHA1 HASH $ARCHI VE DI R

echo “date +%H: 98 "---### Deleting $TEMPDI R directory ###---"

rmmnds_restore gtar gzip
rndi r $TEMPDI R

#
# 8. Trimbackup folder to last 30 days only.
#
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echo “date +%1 9 "---### Del eting backups ol der than 30 days ###---"
find $ARCHI VE DIR -type f -ntine +30 -exec rm{} \;

#

# Al done ;0]

#

echo “date +%H 9 "---//### ALL DONE ###\\---"
#

# -- Send MDS script log file via enail

#

$SENDLOG

exit_on_error
exi t

Vérim Ze se bude hodit. Navic neni problém ho trochu upravit k obrazu svému a pouzit ho na cokoliv
jiného.
Pripadné komentare uvitam.
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